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e Introduction
e REST and Its Application

e CMS (Cloud Management System) Architecture
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Introduction

e The concept of REpresentational
State Transfer (REST) was
introduced in 2000 by Roy Fielding.

e Resources are identified by
Uniform Resource Identifiers (URI).

e Resources are manipulated
through their representations.

e Messages are self-descriptive and
stateless.



Introduction

e Many frameworks have been implemented
according to REST approach.

e [.g.Java Restlet, Rest in Python (RIP),
Microsoft’s Azure platform, etc.
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RESTful Cloud Management System

e The authors of this paper stated the
following contributions:

v RESTful Web services can replace
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REST and Its Application

REST in Action

Resource 1

Create Read

URI 1
ﬁesource 2 Update Delete

i LRI e e POST ™ DELETE

R




REST and Its Application

Besides REST there’s SOAP

e REST is used to describe simple HTTP Request
interfaces over HTTP without REST Method(URI, Parameters)
additional messaging layer

- suchasSimple ObjectAccess  \rrpRequest
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RESTful Web App Example

——

HTTP Client Web Server E Database j

(Web Browser)

SELECT *
GET /book?ISBN=222 d FROM books

WHERE isbn=222

<

PUT /order INSERT

>
5301 Location: /order/612 INTO orders

POST /order/612 UPDATE orders
WHERE id=612

http://www.systems.ethz.ch/education/courses/fs09/web-services-
and-service-oriented-architectures/slides/SOAwithREST.pdf



http://www.systems.ethz.ch/education/courses/fs09/web-services-and-service-oriented-architectures/slides/SOAwithREST.pdf
http://www.systems.ethz.ch/education/courses/fs09/web-services-and-service-oriented-architectures/slides/SOAwithREST.pdf
http://www.systems.ethz.ch/education/courses/fs09/web-services-and-service-oriented-architectures/slides/SOAwithREST.pdf
http://www.systems.ethz.ch/education/courses/fs09/web-services-and-service-oriented-architectures/slides/SOAwithREST.pdf

SOAP Web Service Example

Web Service

HTTP Client Web Server

_ Implementation
(Stub Object)

POST /soap/router

» | return getBook(222)

POST /soap/router

» |return new Order()

POST /soap/router

* | order.setCustomer(x)

Sm—




Debate

SOAP REST
Strengths Strengths
- Protocol transparency - Simple, lightweight
- Independent of the - Follows W3C/IETF standards
underlying protocol - URI allows resources to be
- Rigid, type checked discovered easily

- Scales well with caching

Weakness Weakness

- Need a proper design to
avoid leakage across
abstraction levels

- Interoperability problems

- Complex

- Some system only accepts
GET and POST

- For GET requests, the size
must be less than 4KB



Main difference: REST vs SOAP

“The Web is the universe of “The Web is the universal
globally accessible transport for messages”
information” —Tim Berners Lee
Applications should publish their Applications get a chance to inferact but
data on the Web (through URI) they remain ‘outside of the Web”
Plain XML SOAP(WS-*)
HTTP HTTP HTTP HTTP SMTP HTTP
GET POST PUT DEL POST
Resource URI Endpoint URI
Application Application
REST SOAP



REST and Its Application

e REST is widely used because of its
advantages.

e McFaddin et al. proposed RESTful data
~service for mobile environment.
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Management Systems

¢ A management system is composed of three
components: GUI manager, manager and managed
elements (agents).

e Manger uses a centralized database or a federation of
databases to manipulate management information.

e Many protocols such as CORBA, SOAP, XML-RPC,
Enterprise JavaBeans, HTTP and user-defined protocols
are used between external systems and manager.

e Sharing information among management system is
difficult because there are a variety of management
information model and protocols.



Management Systems

e Replacing those protocols with with REST
would ease the difficulty of sharing
information.
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CMS Architecture

Asynchronous
Events

Managed Element
REST-based Agent

REST-based Manager

Asynchronous Event Asynchronous Event
Handler Sender
(RESTful Web Service) POST (REST Client)

Frontend

GUI or PUT/DELETE Interface

(RESTful Web
External Systems | GET/POST Service)

Management
Backend

Management Client GET/PUT)| Management Agent Interface
(REST Client) l (RESTful Web Service)

OS or Embedded OS

Management
Module

Retrieval or Control
Request/Response

Figure 1. CMS Architecture




CMS Architecture

e The followings are basic components of
manager systems:

e Frontend Interface
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Frontend Interface

Asynchronous
Events
Managed Element
REST-based Agent
Asynchronous Event Asynchronous Event
Handler Sender
POST (REST Client) Management

Backend

Management Client GET/PUT Management Agent Interface
(REST Client) (RESTful Web Service)

—

OS or Embedded OS
Retrieval or Control
Request/Response

Figure 1. CMS Architecture

REST-based Manager

Frontend
Interface
PUT/DELETE
GUl or (RESTful Web
External Systems | GET/POST Service)

Management
Module

Frontend Interface receives requests from the user interfaces,
passes them to the Managment Module and returns response.




Asynchronous Event Handler

Asynchronous
Events

REST-based Manager Managed Element

Backend

anagement Agent Interface
(REST Client) (RESTful Web Service)
—

OS or Embedded OS
Retrieval or Control
Request/Response

Figure 1. CMS Architecture

g REST-based Agent
Asynchronous Event Asynchronous Event
Handler Sender
(RESTful Web Service) POST ‘ (REST Client) ' Management
Management Client GET/PUT M

Frontend
Interface
PUT/DELETE
GUl or (RESTful Web
External Systems | GET/POST Service)

Management
Module

Asynchronous Event Handler receives notifications form
managed elements, stores notification to the Manage Module.




Management Client

Asynchronous
Events

Managed Element
REST-based Agent

REST-based Manager

Asynchronous Event

Asynchronous Event
Handler Sender
(RESTful Web Service) POST (REST Client) Management
Backend
{ Management Client GET/PUT Management Agent Interface
\ (REST Client) (RESTful Web Service)

—
OS or Embedded OS

Retrieval or Control
Request/Response

Figure 1. CMS Architecture

Frontend
Interface
PUT/DELETE
GUl or (RESTful Web
External Systems | GET/POST Service)

Management
Module

Management Client collects information from managed
elements periodically and stores information in database.
It also sends a control message to managed elements.




Management Module

REST-based Manager

Management Module
Asynchronous Event

Handler
("ES“U' WD Bervien) Il « Manages the configuration
Management Client parameters for managed elements,

osidobia. handles logical or physical
topologies of managed elements.

Frontend
Interface

(RESTful Web
Service)

Management
Module

T e Obtains monitoring information

from databases or the
Management Client

* Logs the necessary data

* Manages notification data from the
Asynchronous Event Handler




Design of the REST-based Agent

Asynchronous
Events

Managed Element The basics components of agent

REST-based Agent

P systems are:
POST |} (REST Client) g\l Management
- Backend « Management Agent
GET/PUT

Management Agent Interface

[RESTIul Web Service) e Asynchronous Event Sender
e Management Backend Interface

Retrieval or Control
Request/Response




Management Backend Interface

Management Backend

Interface provides the
Management Agent and  REST-based Agont

Asynchronous Event

Asynchronous Event Sender cize B rompe—
with a Management Interface. T ) G
(RESTful Web Service)

—
OS or Embedded OS

Retrieval or Control
Request/Response




Management Backend Interface
Asynchronous Event Sender

Asynchronous

Event Handler
Asynchronous

— Event Sender
(REST Client)

Management Backend
Interface

!

OS

w  High System
A Temperature!



Management Backend Interface
Management Agent

(RESTful Web Service)

Management Backend Asynchronous
Interface P Event Sender
(REST Client)
i " . GET ACL
0S anagement Agent |

ACL

Management
Client

7 A manager would like —_-

to retrieve the Access |
Control List.



Management Information Model

e Every piece of information in a RESTful Web
service is represented by a URI.

e Managed element information: e.g.

» CPU information
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Management Information Model

¢ Most management information models
(MIMs) are conceptually organized as trees.

e |[nternal nodes of the tree represent
subdivision by organization or function.
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Management Information Model

e Each node in the tree for the MIM of an agent represents
management information.

¢ Management information is divided into three parts:

1. Common information
‘Device configuration, Administrato
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Example

The Management Client wants to retrieve the
administrator list and the system description of
“cloud01.snu.ac.kr”

It sends HTTP GET requests to...

http://cloud0l1.snu.ac.kr/devicelnfo/ci/AdminList

| http://cloudOl.snu.ac.kr/devicelnfo/smi/mib/iso/
org/dod/internet/mgmt/mib/system/sysDesc



http://cloud01.snu.ac.kr/deviceInfo/ci/AdminList
http://cloud01.snu.ac.kr/deviceInfo/ci/AdminList
http://cloud01.snu.ac.kr/deviceInfo/ci/AdminList
http://cloud01.snu.ac.kr/deviceInfo/ci/AdminList
http://cloud01.snu.ac.kr/deviceInfo/ci/AdminList
http://cloud01.snu.ac.kr/deviceInfo/ci/AdminList

Resource groups

e Many resources are required for cloud
computing so they can be divided into
several groups.
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Resource groups

Convert the hierarchy of groups into a tree structure.

\ 4
Map each node of the tree to a corresponding URI.

e For example, the URI string of “WebServer#1”is
"Group#1/Subgroup#2/WebServer#1”

e To getthe admin list from WebServer#1:

http://cloud0l1.snu.ac.kr/Group#1/Subgroup#1/
WebServer#1l/devicelInfo/ci/AdminList



http://cloud01.snu.ac.kr/deviceInfo/ci/AdminList
http://cloud01.snu.ac.kr/deviceInfo/ci/AdminList
http://cloud01.snu.ac.kr/deviceInfo/ci/AdminList
http://cloud01.snu.ac.kr/deviceInfo/ci/AdminList

Conclusion

e RESTful Cloud Management System (CMS) is
proposed in this paper.

e The CMS fully utilizes fundamental Web
technologies, such as HTTP, URIs to perform
- infrastructure management.
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