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1: Introduction

Recently, GPUs have evolved from a graphics-specific acceler-
ator to a general-purpose computing device.

Scientists have begun to take advantage of the unprecedented
amount of parallelism available in GPUs.

Sientific applications typically employ a checkpoint/restart mec-
hanism, but the efficiency of these mechanisms depends on
the nNnresilienceo characteristic

Unfortunately, their resilience characteristics in a large-scale
computing system have not been well studied.



2. Background

2.1 GPU Architecture and Resilience Support

SM (Streaming Multiprocessor)

The thread block scheduler dispatches
one or more blocks of threads to an idle
SM.

Each SM has multiple CUDA cores.

Alows\

All SMs have access to the shared L2
cache and the device memory.

The Shared memory and L1 cache reg-
lons are a dedicated resource for each
SM.
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Figure 1: A representative CUDA-based GPU architecture.

Each SM has a dedicated register file.
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2. Background
2.1 GPU Architecture and Resilience Support

CUDA (Compute Unified Device Streaming
Airchitecture) , GPU Architecture Multiprocessor (SM)
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Each CUDA core has access to the sh-
ared memory and the L1 cache region.

Figure 1: A representative CUDA-based GPU architecture.



SECDED: Single Error Correct and Double Error Detect

2: BaCkg rOund ECC: Error Check and Correct
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2. Background
2.1 GPU Architecture and Resilience Support

The scheduler structures may not be correctly logged by system.

Therefore, in addition to the field data, authors decided to do neutron
beam tests, which could find the effect of corruptions in these areas.




2. Background

2.2 GPU Errors and Their Impact

On Table 1, there are the XIDs and
Impacts of respective GPU errors.

XID: the number of the list o nhfip:/
/docs.nvidia.com/deploykid- errors/
index.ntmd ( Ref er ences
There are the potential causes of
the GPU error which has XID.

Y The potential cause of the GPU
error which does
been not revealed.

(Single Bit Error and Off the bus)

Table 1: GPU errors and its impact

GPU Error XID Impact

Single Bit Error (Corrected by the ECC) | — No side effect on
Silent data corruption may occur, if no the program.
ECC support.

Double Bit Error (Detected by the ECC) | 48 Program crash.
Silent data corruption may occur, if no

ECC support.

Off the Bus - Program crash
Display Engine error 56 Program crash
Error programming video memory inter- | 57 Program crash
face

Unstable video memory interface de- | 58 Program crash
tected

Internal micro-controller halt 62 Program crash
ECC page retirement error 63,64 | Program crash
Video processor exception 65 Program crash




3: Methodology

3.1 Data Sources and Data Collection Methodology
The authors analyzed the data that were collected from console log.

The console log has a record for each GPU related event.
(the node location, time-stamp and description of the event)

Single bit errors are not logged to the console log.

nvdia-smi utility on all the GPU nodes
Reporting the single and double errors and ECC page retirement related errors

Providing the information of a particular event

B The authors collected GPU error logs from the Titan Supercomputer
and the Moonlight GPGPU cluster.



3: Methodology

3.2 Neutron BeamTlest

What used: the neutron flux

Y Does it bring about some failures?

No, the probability of more than one neutron generating a failure in a
single code execution remains practically negligible.




MTBF: Mean Time Between Failures

4. Understanding and Qu

4.1 Temporal characteristics of GPU failures

From F|g4’ the frequency Of GPU ==Total GPU failures ==GPU off the bus error

related failure events occurred once *++*Double Bit Error (Xid 48) —ECC page retirement error (Xid 63, 64)

|n 2 dayS oNn an average = Internal micro-controller halt (Xid 62) =—Video processor exception (Xid 65)
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Figure 4. Monthly frequency of different types of GPU failures

For the Titan supercomputer



4.

Under st and.i

ng and

4.1 Temporal characteristics of GPU failures

Off the bus failures were dominant
only before GPU production run
(December 2013).

A system integration issue with
GPU cards was identified and
resolved by soldering the cards
before the system went into
production with GPUSs.

(We can customize GPU cards
before GPU production run.)

===Total GPU failures ==@GPU off the bus error
«+++Double Bit Error (Xid 48) —ECC page retirement error (Xid 63, 64)
= Internal micro-controller halt (Xid 62) =Video processor exception (Xid 65)
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Figure 4. Monthly frequency of different types of GPU failures

For the Titan supercomputer
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4. Understanding and Qu

4.1 Temporal characteristics of GPU failures

The mean time to application interruption in the production is more than
40 hours, significantly higher than the estimated MTBF of the whole
system (11.7 hours).

(using the vendor-specified MTBF for the GPU card)

Y Only a small fraction of i b a d 6 G Pancouanger nibst of the errors
repeatedly, and hence, are enough to bring down the MTBF of the whole
system significantly.

So, authors can identify suchin b a d 0 ¢ aand ®nsegaently, y
Increase the mean time to application interruption significantly.



4: Under st and.i

4.1 Temporal characteristics of GPU failures

ng

and

Qu

From fig.5, a significant fraction of the failures occur much before the observed

MTBF. These results indicate that there existsastrongnt e mpor al
between GPU fallures.
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Figure 5: GPU failures exhibit temporal locality: These figures show the failure arrival time distribution. The dashed vertical line indicates the
“observed" mean time between failure (MTBF). Multiple failures that occur beyond the x-axis limits are not shown here for clarity, but they
contribute toward the MTBF calculation. Note that the combined MTBF is less than the MTBF for each individual types of failure.



4. Understanding and Qu

4.2 Distinct number of cards affected by different failures
How many GPU cards are affected , 190 ¢
by different GPU failure types. S120
Authors chose nearly 150 out of :r“; 0 ¢ - |
more than 18000 cards. S 60 | ——Double Bit Error

_ 'E - 7 = =ECC Page Retirement
Fig.9 shows that the ECC page re- S 30 gz e Off the B Error
tirement and DBE errors affect ne- 0o Bpoiiiiiis R
arly half the numbers of GPU cards 0 25 50 75 100 125 150

] Number of distinct GPU cards
Moreover, Fig.9 also shows that
there are a few cards which exper- Figure 9: Number of distinct GPU cards affected by differ-

ience DBEs multiple times ent types of GPU failures. A bend in the DBE curve
suggests that a few card experience multiple DBEs.

(Continuinge)



4. Understanding and Qu

4.2 Distinct number of cards affected by different failures
(Continuation of pre-page) , 190 ¢

In fact, 6 GPU cards are responsi- 3120 |

ble for 25% of all DBEs. e 90 | -

o n e==Double Bit Error

Regarding ECC page retirement, % o0 — =£CC Page Retirement
one particular card is responsible S 30 A=z PP
for more than 10% of the ones. o Bl

0 25 50 75 100 125 150

Y Certain GPU cards may experien- Number of distinct GPU cards

ce DBEs and ECC page retirement
errors muItipIe times, motivating to Figure 9: Number of distinct GPU cards affected by differ-

identify such cards early. ent types of GPU failures. A bend in the DBE curve
suggests that a few card experience multiple DBEs.




4.

Under st and.i

4.3 Temperature sensitivity of GPU failures

ng

and

Authors investigate if GPU failures have sensitivity towards temperature.

The results are as follows on Fig.10.

There are 3 cages, including the same GPU cards.
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Figure 10: Temperature sensitivity of different GPU failures. Some GPU failure types tend to occur more in relatively hotter cages. “All
Occurrences” counts all errors occurring in the same cage. However, in some cases, a single GPU card may see multiple errors. “Distinct GPU

Cards" does not count repetitions of an error on the same card.



4: Under st and.i

4.3 Temperature sensitivity of GPU failures

ng

and

The results

DBEs and Off the Bus may be sensitive to temperature as well.

ECC page retirement errors are not sensitive to temperature.
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Figure 10: Temperature sensitivity of different GPU failures. Some GPU failure types tend to occur more in relatively hotter cages. “All
Occurrences” counts all errors occurring in the same cage. However, in some cases, a single GPU card may see multiple errors. “Distinct GPU

Cards" does not count repetitions of an error on the same card.



4. Understanding and Qu

4.3 Temperature sensitivity of GPU failures

However, some cards themselves may be more prone to these errors
and variance in the temperature data may further complicate the problem.

Though our field data suggests that some GPU failures may exhibit sen-
sitivity toward temperature, there is a need for more experimental eviden-
ce to establish the correlation between GPU errors and temperature with
higherc onf i denceé




4.

Under st and.i

ng and QL

4.4 Analysis of GPU Single Bit Errors (SBE

B offender = GPU card

From Fig.12, overall the L2 ca-
che region is major contributer
In SBE events(showing 98%),
and the top 10 offenders also
show the same behavior (99%
of the SBE events occurred in
the L2 cache)

All offenders Top 10 offenders All but top 10 offenders

2% 1%

B2 Cache

Device Memory
B L1 Cache

B Register File

O Texture Memory

99%

Figure 12: Breakdown of SBEs per storage structure: for
GPU cards encountering at least one single bit error.

However, once eliminating the top 10 offenders, the device memory is the
structure where most of the SBEs occur (94% of all SBES).




4. Understanding and Qu

4.4 Analysis of GPU Single Bit Errors (SBE

GPU cards which experience most of the SBEs are likely to have all the
SBEs occur in the device memory instead of the L2 cache.

This finding can be used to identify the top offenders early on.

Our results may also be useful for future architects in terms of which
structures need better protection (device memory and L2 cache) and
which structures may not need additional costly protection schemes (L1
cache, register file and texture memory).



4. Understanding and Qu

The summary of Section 4

4.1 Temporal characteristics of GPU failures

Ahbado GPU cards encounter .most of t he error
Y We can identify such bad cards. A n d é

The mean time to application Interruption in the production run is much higher than the
estimated MTBF.

Thereexi sts a strong ntempor al | ocal i tyo betw

4.2 Distinct number of cards affected by different failures
Certain GPU cards may experience DBEs and ECC page retirement multiple times.

Y We can identify such bad cards.



4. Understanding and Qu

The summary of Section 4

4.3 Temperature sensitivity of GPU failures
DBEs and Off the Bus may be sensitive to temperature as well.
ECC page retirement errors are not sensitive to temperature.
Y However, it is solely possible that certain cards are impacted by temperature.
4.4 Analysis of GPU Single Bit Errors (SBE)
The breakdown of SBEs of both All and Top 10 offenders occur in the L2 Cache.
The breakdown of SBEs of eliminating the top 10 offenders occur in the device memory.

Y Finding that both the L2 Cache and the device memory need better protection.



5: Experience with Moonlight GPU Cluster

5.1 Performance Variation

50,000 -

Authors observed significant perfor-
mance variation on the GPUs deplo-
yed in Moonlight.(M2090 GPUSs)

30,000
40,000 -

20,000 - 30,000 -

GPUO

Number of Observations
Number of Observations

Igild ? 20,000 - i eru
Fig.13 shows that 2 GPUs on the
same node exhibit significant perfor- o |
mace Var|at|0n 600 650 700 750 800 0 12 3 45 67

GFlops ((CiZESP%FI%rerQ? n105€ —Svtva;[ri‘i)

This behavior is particularly proble- @ b
matlc for HPC workloads WhICh hea- Figure 13: Performance variation on Moonlight's GPU node
Vlly rely on gIObaI SynChrOnlzathn- _ with two M2090 GPU cards: histogram of observed
Because of the global Synchronlzatl- GFlops (a), histogram of observed performance-states (b).

on, the overall system performance is determined by the slowest GPU.

Y increase in application run time




5: Experience with Moonlight GPU Cluster

5.1 Performance Variation

Fortunately, this problem seems to have resolved in the recently
purchased GPUs (K20, kepler architecture). Authors results show less

than 0.02% of performance variation.




5: Experience with Moonlight GPU Cluster

5.2 Inconsistency in Error Logging

Performance variations across GPU cards seem to be fixed on newer
generation of GPU cards T making GPUs more amenable to HPC work-
loads.

However, inconsistency in error logging (syslog and nvidia-smi output)
may not have been completely eliminated.

This Is critical as system administrators often rely on error counters to

monitor the health of the system.



6. Radiation Experiments

6.1 Raw sensitivity of the GPU memory structures

Experimental condition

GPUs Kepler architecture basedi K200 and Fer mi architecture
(The K20 structures are significantly larger and newer than the C2050 structures)

What authors measured: the cross section of the L2 cache and the register file
(Cross section = the number of observed errors  (neutrons/w @))

Storedintitalpattern: all nl1os or all NnOOSs

What authors expose the device to: a controlled high-energy neutron flux



6. Radiation Experiments

6.1 Raw sensitivity of the GPU memory structures

. : a5 S 95
Fig.14 shows that K20 has reliab- §«~ , ®«x20®c20s0 g, WK mC2050
ility than C2050 per bit as wellas &< s M
. a3 0 © o
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(Newer GPUs are ordinarily at Figure 14: Normalized cross sections for the K20 and C2050
lower feature sizes) structures: per-bit (a) and total-area (b). Lower is
Y K20 including a better cell design better. The K20 is less prone to bit corruptions than C2050.
Bits set to A0os are 40% more prone to

both GPUs.
Y This is due to the intrinsic asymmetries to the cache cell design.



6. Radiation Experiments

6.2 Evaluating Radiation Sensitivity of HPBenchmarks

To evaluate the impact of radiation-sensitivity on real-world HPC applic-
ations, authors chose a representative set of benchmarks.

In fact, many real-world workloads often use the algorithms implemented
In these benchmarks as their kernel.

On this experiment, authors investigate SDC(Silent Data Corruption) and
Crash(a program crash) of the different benchmarks, because SDC and
Crash are generated by radiation-induced errors in the GPU memory,
logic, or scheduler resources.



6. Radiation Experiments

6.2 Evaluating Radiation Sensitivity of HPBenchmarks

FIT: Failure In Time

Table 2: Benchmarks details, and FIT at NYC of the different benchmarks (ECC enabled only for the last 2 rows).

Input Output Instr. Exec. SDC Cross Section SDC FIT Crash Cross Section Crash FIT
lavaMD 1,098,500 878,800 111.3B (2.65+£0.40) x 1077 (3.444+0.52)x 10  (1.17£0.18) x 1077 (1.524+0.23) x 103
FET 131,072 131.072 30.6 B (672+1.01)x107%  (874+1.31)x10* (4.69+0.73)x10°%  (6.09+0.71) x 10°
dgemm 33,554,432 16,777,216 218B (6.59+£1.06) x 10~°  (8.57+1.29) x 10> (6.27+£0.95) x 10~ (8.15£1.22) x 10°
MxM 33,554,432 16,777,216 204B (583+087)10-8 (7574 1.14) 102 (334+051)1 108 (43440.65) 10
Hotspot 2,097,152 1,048,576 266.4 M (1.574£0.24) x 1078 (2.04+031)x 10> (8.63£1.29)x 1077  (1.1240.17) x 10
MTrans 4,194,304 4,194,304 88.1 M (2.894+0.43) x 1072 (3.75+0.56) x 10" (1.554+0.23) x 107'*  (2.02+0.30) x 10°
MxM ECC 33,554,432 16,777,216 204 B (5.67+£1.02) x107°  (7.38+1.32)x 10" (5.09£0.92) x 108 (6.62+1.19) x 10
Hotspot ECC 2,007,152 1,048,576 266.4 M (3.494£0.52) x 107%  (4.53£0.68)x 10" (1.90£0.29) x 10-%  (2.474£0.37) x 10

The difference among dgemm and MxM is of particular interest as they solve the
same problem on the same data. (computing-bounded vs. memory bounded)

dgemm execution, being computing-bounded, requires the GPU cores to be al-
ways busy and fully loaded while MxM execution the are often waiting for data.
Y the dgemm SDC and Crash FIT are higher than the MxM ones.



6. Radiation Experiments

6.2 Evaluating Radiation Sensitivity of HPBenchmarks

Table 2: Benchmarks details, and FIT at NYC of the different benchmarks (ECC enabled only for the last 2 rows).

Input Output Instr. Exec. SDC Cross Section SDC FIT Crash Cross Section Crash FIT
lavaMD 1,098,500 878,800 111.3B  (2.654+040)x 1077 (3.4440.52)x 10 (1.17+0.18) x 1077 (1.524+0.23) x 10°
FFT 131,072 131,072 30.6 B (6.72£1.01)x 1078 (8.74+131)x 10>  (4.69£0.73) x 1078 (6.09+0.71) x 10
dgemm 33,554,432 16,777,216 21.8B (6.5941.06) x 108 (8.57+1.29) x 10> (6.27+£0.95) x 105 (8.15+1.22) x 10?
MxM 33,554,432 16,777,216 204 B (5.83+£0.87) x 10—°  (7.57=1.14) x 10° | (3.34£0.51) x 103 (4.34+0.65) x 10
Hotspot 2,097,152 1,048,576  2664M  |(1.574+0.24)x10%  (2.04+031)x10% | (8.63£1.29)x10™  (1.12+0.17) x 10?
MTrans 4,194,304 4,194,304 88.1 M (2.89+0.43) x 107 (3.75+0.56) x 100 (1.554+0.23) x 107'*  (2.02+0.30) x 10°
MxM ECC 33,554,432 16,777,216 204 B (5.67+£1.02) x 1072 (7.38+1.32)x 10" | (5.09£0.92) x10-%  (6.62+1.19) x 10?
Hotspot ECC 2,097,152 1,048,576  266.4M  |(3.49+0.52)x107° (4.53+0.68)x 10" | (1.904£0.29) x 10-%  (2.47£0.37) x 10?

Comparing MxM and Hotspot to its 2 benchmarks with ECC support.

Y ECC reduces SDC rate up to one order of magnitude.

However, a non-negligible amount of SDC may still occur due to errors in
unprotected areas (including queues, flip-flops, logics, and schedulers).



6. Radiation Experiments

6.2 Evaluating Radiation Sensitivity of HPBenchmarks

Table 2: Benchmarks details, and FIT at NYC of the different benchmarks (ECC enabled only for the last 2 rows).

Input Output Instr. Exec. SDC Cross Section SDC FIT Crash Cross Section Crash FIT
lavaMD 1,098,500 878,800 111.3B  (2.654+040)x 1077 (3.4440.52)x 10 (1.17+0.18) x 1077 (1.524+0.23) x 10°
FFT 131,072 131,072 30.6 B (6.72£1.01)x 1078 (8.74+131)x 10>  (4.69£0.73) x 1078 (6.09+0.71) x 10
dgemm 33,554,432 16,777,216 21.8B (6.59+1.06) x 10%  (8.57£1.29)x 10>  (6.27+£0.95) x 103 (8.15+1.22) x 10?
MxM 33,554,432 16,777,216 204 B (5.83+£0.87)x 1078 (7.57£1.14) x 10> | (3.34£0.51) x 10—°  (4.34£0.65) x 10°
Hotspot 2,097,152 1,048,576  2664M  (1.574+024)x107%  (2.04+031)x 10> L(8.63+1.29) x10-  (1.124+017) x10?
MTrans 4,194,304 4,194,304 88.1 M (2.894+0.43) x 1072 (3.75+0.56) x 10" (1.554+0.23) x 107'%  (2.02+0.30) x 10°
MxM ECC 33,554,432 16,777,216 204 B (5.67+£1.02) x 1072 (7.38+1.32) x 10" | (5.09£0.92) x 10—°  (6.62+1.19) x 10°
Hotspot ECC 2,097,152 1,048,576  266.4M  (3.49+0.52)x107° (4.53+0.68)x 10" | (1.904£0.29) x 10~%  (2.47£0.37) x 10?

Note that Crash increases in case with ECC support.

In spite of ECC support, why does Crash increase?

(Continuingé)



6. Radiation Experiments

6.2 Evaluating Radiation Sensitivity of HPBenchmarks

(Continuation of pre-page)
ECC has the property ASECDEDO( Si bgidctg Er r
DBEs(Double bit errors) are benign, but we can detect DBEs as Crash with ECC.

So, though we consider DBEs as benign errors without ECC, we consider DBEsS
as Crash with ECC.




6. Radiation Experiments

The summary of Sectioré

6.1 Raw sensitivity of the GPU memory structures

nNK200 i s newer and | arger than nC20500. Tho
small.), K20 is better than C2050.
Y The reason is that K20 has nice cell design.

The corruption of bits ane¢hecatheregioB.os are part
Y Some memory cell designs are intrinsic asymmetric.

6.2 Evaluating Radiation Sensitivity of HPC Benchmarks
Computing-approaches have more errors than memory-approaches.

ECC reduces many SDC.

'ECC increases program crashes.
Y With ECC, (benign) DBEs are considered as program crashes.



7: Conclusion

The insights about GPU error characteristics can be used to improve

operational efficiency of large-scale HPC facllities.
The failure characteristics based on raw sensitivity of the GPU memory

structures tested using neutron-beam experiments can be incorporated
Into the future failure/soft-error modeling, simulation and tool frameworks.



Thank you for your time and attention.




